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INTRODUCTION

The concept of citizenship, a dynamic and
multifaceted  reality, has evolved
significantly throughout history and
across diverse cultures, societies, and
ideologies.! As articulated by Aristotle, the
distinction between being a good person
and a good citizen underscores the

intricate nature of citizenship.

Tracing its origins to Ancient Greece,
citizenship initially conferred rights and
responsibilities upon a privileged few,
emphasizing the duty of civic virtue for
those with the legal right to participate in

the affairs of the state.2

Today, citizenship extends beyond a mere
legal relationship between the individual
and the state.? While legal citizenship
grants specific privileges and entails
corresponding duties, the contemporary

understanding of citizenship encompasses

! “Citizenship and Participation - Manual for Human Rights
Education with Young People - Www.Coe.Int” (Manual for
Human Rights Education with Young people)
<https://www.coe.int/en/web/compass/citizenship-and-
participation#:~:text=Democratic%20citizenship%20is%20
a%?20closely,consider%20yourself%20an%20active%20citi
zen%3F> accessed 20 November 2023.

2 ‘Democracy  (Ancient  Greece)’  (Education)
<https://education.nationalgeographic.org/resource/democr
acy-ancient-greece/> accessed 20 November 2023.

broader dimensions. Citizenship is not
only a legal construct but also involves a
personal sense of belonging to a
community, where individuals actively
contribute to shaping and influencing their

surroundings.*

This multifaceted understanding of
citizenship is reflected in the four
dimensions  that characterize the
relationship between the individual and
society: the political/legal dimension, the
social dimension, the cultural dimension,
and the economic dimension. Each
dimension corresponds to a subsystem
essential for the existence of a society,
emphasizing the interconnectedness of
political rights and responsibilities,

social behavior and solidarity, cultural

heritage, and economic rights.>

3 Anudo Ochieng Anudo v The United Republic of Tanzania
Application No. 012/2015 African Court on Human and
Peoples’ Rights.

4 According to S Chitambwe, J in Galma Duba Gufu v
Attorney General and another Petition No 5 of 2018 High
Court at Marsabit; The only way an individual can lose
citizenship obtained by birth is by voluntarily renouncing it.
5 T-Kit 7 — Under Construction, T-Kit on European
Citizenship, Council of Europe and European Commission,
Strasbourg, 2003: These four dimensions of Citizenship
were developed by Ruud Veldhuis, in "Education for
Democratic Citizenship: Dimensions of Citizenship, Core
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The development of these dimensions
occurs through socialization processes in
various spheres of life. The goal is to
enable individuals to exercise each
dimension in a balanced and equal
manner. Anyone not protected, runs the
risk of being a foreigner in their own

country.b

Therefore, when a Global Majority country
such as Kenya chooses to employ the use
of Digital Identity System, these
dimensions ought to be critically

considered.

Competencies, Variables and International Activities",
Strasbourg, Council of Europe, 1997, document DECS/CIT
(97) 23.

This brief explores the historical, political,
and social dimensions of citizenship in
Kenya, shedding light on its complexities
and emphasizing the need for a balanced
and comprehensive approach (Democratic
Blue-Print) to realize the full potential of
citizenship under the Constitution of
Kenya 2010 (herein after CoK) as relates
to designing of a Digital Identity

Ecosystem.

6 “When ID Leaves You without Identity: The Case of
Double Registration in Kenya” (Privacy International
December 20, 2021) accessed April 18, 2022.
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RE-TRACING STEPS; PAST AND PRESENT.

The evolution of digital identity systems in Kenya has traversed a trajectory marked by
lessons gleaned from notable cases such as Double registration, the Huduma Namba system
and recently Maisha Number system. Digital identity systems, positioned as superior in
efficiency compared to traditional paper-based counterparts, hold appeal for governments
seeking to generate additional revenue through taxation.” These systems further aspire to
enhance national security, ensuring the protection of citizens. Entities like the World Bank

and UNDP assert that these systems are pivotal in alleviating poverty.8

Digital identity and biometric registration particularly in Kenya can be traced to the
introduction of biometric registration systems in the Dadaab and Kakuma camp with the aim
to, similar as is now with Maisha Namba, enhance service delivery and by extension access

to aid.

Despite the well- intended cause, shortfalls in pre-examination of the impact of digitization
on human rights, erroneous biometric registration and the eventual humanitarian data
sharing? resulted in Double registration of host community members, Kenyan by birth, as
refugees. One of the key things to note is that consent in the face of the threat of failure to

access vital services becomes is very blurry.

Then cue the National Integrated Identity Management System (NIIMS), commonly known
as Huduma Namba. NIIMS- aimed to create and manage a central master population
database- that would be the authentic single source of truth. 10 This was intended to be the

inaugural rollout of a digital identification system in Kenya, however, this action led to the

"World Bank Group. 2018. "G20 Digital Identity Onboarding." Available at:
https:/iwww.gpfi.org/sites/gpfi/files/documents/G20_Digital_ldentity _Onboarding.pdf [Accessed 7th November 2023].

8 World Bank Group. Brief on Digital Identity, https:/thedocs.worldbank.org/en/doc/413731434485267151-
0190022015/render/BriefonDigitalIdentity.pdf

9 Privacy International. "When ID leaves you without identity: the case of double registration in Kenya" [online video], available
at:https://privacyinternational.org/video/4412/when-id-leaves-you-without-identity-case-double-registration-
kenya#:~:text=Kenya%20%7C%20Privacy%?20International-
\When%201D%20leaves%20you%20without%20identity%3A%20the%20case%200f%20double,the%20pitfalls%200f%20huma
nitarian%20biometrics

10 Huduma Bill, Clause 8. Refer for a list objective of the Huduma Namba; Section 9A Registration of Persons Act (CAP 107).



https://thedocs.worldbank.org/en/doc/413731434485267151-0190022015/render/BriefonDigitalIdentity.pdf
https://thedocs.worldbank.org/en/doc/413731434485267151-0190022015/render/BriefonDigitalIdentity.pdf
https://privacyinternational.org/video/4412/when-id-leaves-you-without-identity-case-double-registration-kenya#:~:text=Kenya%20%7C%20Privacy%20International-,When%20ID%20leaves%20you%20without%20identity%3A%20the%20case%20of%20double,the%20pitfalls%20of%20humanitarian%20biometrics
https://privacyinternational.org/video/4412/when-id-leaves-you-without-identity-case-double-registration-kenya#:~:text=Kenya%20%7C%20Privacy%20International-,When%20ID%20leaves%20you%20without%20identity%3A%20the%20case%20of%20double,the%20pitfalls%20of%20humanitarian%20biometrics
https://privacyinternational.org/video/4412/when-id-leaves-you-without-identity-case-double-registration-kenya#:~:text=Kenya%20%7C%20Privacy%20International-,When%20ID%20leaves%20you%20without%20identity%3A%20the%20case%20of%20double,the%20pitfalls%20of%20humanitarian%20biometrics
https://privacyinternational.org/video/4412/when-id-leaves-you-without-identity-case-double-registration-kenya#:~:text=Kenya%20%7C%20Privacy%20International-,When%20ID%20leaves%20you%20without%20identity%3A%20the%20case%20of%20double,the%20pitfalls%20of%20humanitarian%20biometrics
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filing of numerous petitions. ’These cases, promptly detected deficiencies attributed to
these reasons: the absence of an adequate regulatory framework, lack of public participation,

deficiencies in data protection regulations, and issues of exclusion.

In 2023, Maisha Namba was introduced, signaling the re- birth of digital identity in Kenya.

The components of the Maisha Namba Ecosystem include:

¢ Unique Personal Identifier (UPI): Assigned to each individual, this serves as the

lifelong personal identity number.

¢ 3rd Generation' ID Card: Replacing the current ID, it incorporates the UPI and
features a digital encryption chip.

e Digital ID: A tamper-proof virtual means of identifying registered individuals
through smartphones or other digital-enabled devices.

¢ National Master Population Register: This consolidates existing registration
databases into a unified register encompassing all data on Kenyan citizens and

foreign residents in the country.
CITIZENSHIP AND DEMOCRATIC PRINCIPLES

Chapter 3 of the CoK delves into the intricacies of citizenship rights and the procedural
avenues for their attainment.!? Citizenship, in essence, signifies the bond between an
individual and a state, fostering allegiance and entitling the person to rights, privileges, and
benefits'3—a blend of legal status and personal identity.1* Therefore citizenship is a right

that guarantees other rights.!> The constitutional shift in Kenya restricts citizenship

8 See Republic v Joe Muchern, Cabinet Secretary Ministry of Information Communication and Technology & 2 others (Judicial
Review Application E1138 of 2020) [2021] KEHC 122 (KLR) (Judicial Review) (14 October 2021) (Judgment)
at para 119(1) and (2); Nubian Rights Forum & 2 others v Attorney-General & 6 others; Child Welfare Society & 9 others
Pets 56, 58, & 59 of 2019, [2020] eKLR at para 719.

12 Haki na Sheria, vol 1 (1st edn Haki na Sheria 2021) rep.

13 CoK 2010, Art 12.

14 <Citizenship and Nationality Rights Case Digest’ by Kenyalaw & Namati.

15 James D. Ingram, ‘What Is a "Right to Have Rights"? Three Images of the Politics of Human Rights’, Vol. 102, No. 4 (Nov.,
2008), pp. 401-416 (16 pages) Published By: American Political Science Association.

Roger Hart, Children's Participation: from Tokenism to Citizenship, UNICEF Innocenti Research Centre, Florence, 1992



https://www.jstor.org/stable/i27644531
https://www.jstor.org/stable/i27644531
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acquisition to birth or registration, eliminating naturalization provisions. Although this
move enhances clarity, the discretion wielded in the registration process has increased

compared to the erstwhile inflexible naturalization procedures.1®

This paper places a spotlight on citizenship by birth, a critical consideration for vulnerable
groups like double registered individuals native to Kenya. Kenyan citizenship by birth
primarily follows the principle of jus sanguinis,!’ linking citizenship to parental heritage
regardless of the place of birth.1® The emphasis lies in having at least one Kenyan citizen
parent. Furthermore, those who acquired citizenship through sections 87 and 88 (1) of the
Independence Constitution (now repealed), pertaining to individuals born to UK and
colonies citizens at Kenya's independence, are also recognized as citizens by birth.1° In
situations where a child is discovered in Kenya with unknown or uncertain nationality and

parentage, they are presumed to be a citizen by birth if under eight years of age.20

Kenya's commitment to international and regional agreements is evident through the
ratification of key treaties, including the International Covenant on Civil and Political Rights
(ICCPR), the International Convention on the Elimination of All Forms of Racial
Discrimination (ICERD), the Convention on the Rights of the Child (CRC), the Convention on
the Elimination of All Forms of Discrimination against Women (CEDAW), the African Charter
on Human and People's Rights (ACHPR), and the African Charter on the Rights and Welfare
of the Child (ACRWC)?1, encompassing legal principles on the right to nationality. The
present structure of Chapter 3 CoK aligns with Article 15 of the 1948 Universal Declaration

of Human Rights, establishing an overarching provision that upholds everyone's right to a

16 J C Ghai, ‘What the Constitution provides on aspects of citizenship’, 6 March 2018.

17 CoK 2010, Art 14 (1).

18 KCIA, Sec 6 which defines citizenship by birth as provided under article 14 (1) read together with clause 30 of Schedule 6 of
the Constitution.

19 CoK 2010, Schedule 6, clause 30.

20 CoK 2010, Art 14 (4); KCIA, Secs 9 (1-9); In the matter of baby CM, Adoption Cause no. 242 of 2011 [2015] eKLR, para. 5; In
the matter of FM (minor), Adoption Cause No. 169 of 2017; B Mkangi, ‘New law does not gift fraudsters citizenship, only protects
children’ Standard Media, 17 July 2010 available at https://www.standardmedia.co.ke/article/2000014130/n-a accessed on 25
March 2022.

21 Open Society Justice Initiative for Consideration by the United Nations Human Rights Council at its Eighth Session, on the
occasion of its Universal Periodic Review of Kenya May 3 — 14, 2010; Art 6(4) of the ACRWC, Art 7 of CRC etc.
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nationality, precluding arbitrary22 deprivation or denial of the ability to change it.23 The
constitutional framework seeks to ensure a comprehensive and just approach to citizenship

and nationality rights in Kenya.24

The COK 2010 not only champions the right to citizenship but also upholds it through
democratic principles, encapsulated in the concept of Democratic Citizenship. Article 24 of
the COK 2010 intricately stipulates that limitations of the rights in the Constitution are
permissible only to the extent defined by law, provided they are reasonable and justifiable
in an open and democratic society founded on the pillars of human dignity, equality, and
freedom.2> Additionally, the nature and importance of the right, the fundamental freedom at
stake, and the purpose of the limitation are key considerations, along with evaluating the

extent of the limitation and exploring alternative means to achieve the same purpose.26

Central to the acknowledgment and safeguarding of human rights and fundamental
freedoms is the overarching goal of preserving individual and communal dignity, promoting
social justice, and unlocking the full potential of every human being.2’” These rights,
enshrined in the Bill of Rights, inherently belong to each person and are not bestowed by the
Government. Democratic citizenship, therefore, becomes an interconnected concept,
underscoring the idea that citizenship should align with democratic principles and values

such as pluralism, respect for human dignity, and adherence to the rule of law.

In a landmark case, the Constitutional Court of South Africa, in State Information
Technology Agency SOC Limited v Gijima Holdings (Pty) Limited?S, recognized that

fundamental rights are designed to shield citizens from the potential overreach of the State.

22 Open Society Justice Initiative for Consideration by the United Nations Human Rights Council at its Eighth Session, on the
occasion of its Universal Periodic Review of Kenya May 3 — 14, 2010 pg 4 footnote 4: Deprivation of nationality can be considered
arbitrary in various situations, which include: a) instances where the deprivation is discriminatory, b) cases resulting in
statelessness, and c) situations lacking proper guarantees of due process, such as the right to appeal the decision.

2 ‘International Standards Relating to Nationality and Statelessness’ (OHCHR) https://www.ohchr.org/en/nationality-and-
statelessness/international-standards-relating-nationality-and-statelessness

2 Kulraj Singh Bhangra v Director General, Kenya Citizens and Foreign Nationals Management Service [2014] eKLR Petition
137 of 2014 High Court at Nairobi Lenaola, J.

%5 CoK 2010, Art 24.

% 1bid.

27 CoK 2010, Art 19.

2812017] ZACC 40.
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In the Kenyan legal landscape, it has been firmly established that denial of proof of
citizenship to those born citizens does not diminish the inherent rights and advantages that
citizenship bestows.2? Moreover, regardless of citizenship status, every individual is entitled
to equitable treatment under the law,3? ensuring the right to receive fair administrative
action.31 The assurance of due process, an integral facet of upholding the rule of law,
transcends the question of Kenyan citizenship. Lastly, the burden of proving someone is not

a citizen squarely rests on the shoulders of the State.32
MODEL FRAMEWORK ON DIGITAL IDS IN KENYA: CASE DIGEST

In addition to the Constitutional tenets governing Citizenship and the democratic ideals
entailed, Kenyan Courts have taken a focused stance on the incorporation of Digital IDs. A
Digital ID involves employing digital technologies to authenticate a person's identity. It can
be characterized as an online or networked identity assumed or asserted in cyberspace by
an individual, organization, or electronic device.33 Crucially, these Digital identities must
align with the benchmarks established by data protection laws and, equally important, must

not transgress an individual's fundamental rights and freedoms as showcased below:34

a) Participation in the collection of personal information and data in National

Integrated Information Management System (NIIMS) should not be compulsory35

On November 20, 2018, the National Assembly approved the Statute Law (Miscellaneous
Amendment) Act No. 18 of 2018, effective from January 18, 2019. The Act introduced

2% Hersi Hassan Gutale & Another v Attorney General & Another [2013] eKLR Petition 50 of 2011 High Court at Nairobi DS
Majanja, J January 21, 2013.

30 In Samira Tariq Qureshi v Cabinet Secretary for Ministry of Interior and Co-Ordination of National Government and 2 others
a four-year delay in considering an applicant's application for citizenship was held to violate the applicant's right to fair
administrative action under Art 47 CoK.

31 Miguna v Fred Okengo Matiang i, Cabinet Secretary, Ministry of Interior and Coordination of National Government & 7 others
Constitutional Petition No. 51 of 2018 High Court at Nairobi E C Mwita, J December 14, 2018.

32 Robert John Penessis v United Republic of Tanzania Application 013/2015 African Court on Human and Peoples’ Rights S Ore,
P, B Kioko, VP, G Niyungeko, EH Guisse, RB Achour, AV Matusse, TR Chizumila, C Bensaoula, JJ November 28, 2019.

33 “Citizenship and Nationality Rights Case Digest’ by Kenyalaw & Namati.

34 See chapter 2 for further analysis on Digital Identity systems.

35 Nubian Rights Forum & 2 others v Attorney General & 6 others Consolidated Petitions No. 56, 58 & 59 of 2019 High Court at
Nairobi P Nyamweya, M Ngugi, W Korir, JJ April 1, 2019.
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significant amendments to various statutes, including the Registration of Persons Act,
establishing the National Integrated Information Management System (NIIMS) as a

comprehensive repository for personal data of Kenyan citizens and foreign residents.

A legal challenge ensued with several petitions filed asserting that the amendments were
unconstitutional due to procedural irregularities, lack of public participation, and potential
violations of privacy rights concerning the NIIMS data. The court suspended the inclusion of
DNA as a unique identifier in the biometric definition and the use of Global Positioning
System coordinates, pending further hearings. While allowing data collection to proceed
under NIIMS, the court-imposed restrictions to protect public rights, prohibiting compelled
participation, time restrictions, mandatory data collection for government services, and

unauthorized sharing of collected information.

b) The collection of DNA and GPS Co-ordinates for purposes of Identification were
intrusive and unnecessary, and to the extent that it was not authorized and

specifically anchored in empowering legislation.

The collection of DNA and GPS coordinates for identification, as mandated by the Statute Law
(Miscellaneous Amendments) Act, 2018, was deemed intrusive, unnecessary, and lacking
proper authorization and legal foundation. In the case of Okiya Omtatah Okoiti & others v
Attorney General,?° the petitioners contested the constitutionality of these amendments,
asserting they violated constitutional provisions. They argued that the amendments,
affecting multiple statutes, were substantive changes requiring standalone Bills and accused
the Act of disregarding court precedents against such amendments. Additionally, they
contended that the short public participation period of seven days for 69 statutes was
insufficient, leading the court to declare the entire Act unconstitutional for not adhering to

legislative procedures.

3 petition 163 of 2019 High Court at Nairobi P. Nyamweya, Mumbi Ngugi & W. Korir, JJ January 30, 2020.
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c¢) The implementation of National Integrated Identity Management System (NIIMS)
should not be undertaken without the enactment of an appropriate and

comprehensive regulatory framework.3”

The Statute Law (Miscellaneous Amendment) Act No. 18 of 2018 introduced changes to
various statutes, including the Registration of Persons Act, which added section 94, giving
rise to the National Integrated Identity Management System (NIIMS). Designed as a
centralized repository for personal information of Kenyan citizens and residents, the
petitioners contested this amendment, asserting constitutional violations and bad faith.
Their concerns included security risks, privacy infringement, threats to children's rights, and
procedural irregularities. The court recognized existing legal frameworks for data collection
but emphasized the need for operationalization to ensure robust data protection. Risks
involving biometric identity systems were highlighted, encompassing exclusion,
unauthorized access, misuse, and potential discrimination. The court underscored the
absence of a specific regulatory framework for NIIMS, deeming the existing legal structure
inadequate and posing a risk to data security. Despite explanations by the respondents
regarding safety measures, the lack of a comprehensive regulatory framework remained a

conspicuous vulnerability.

In conclusion, Kenya has undeniably achieved significant progress in enhancing
constitutional provisions and jurisprudence to protect citizenship rights. The recognition of
citizenship by birth as an inherent right, only revocable through voluntary renunciation,

underscores the commitment to individual rights.

While Kenya has made notable strides in aligning citizenship documentation with legal
standards, the presented case studies reveal persistent practical irregularities, posing

challenges to the seamless acquisition of nationality documents and access to legal identity.

37 Nubian Rights Forum & 2 others v Attorney General & 6 others; Child Welfare Society & 9 others (Interested Parties)
Constitutional Petitions No 56, 58 & 59 of 2019 High Court at Nairobi P Nyamweya, M Ngugi & W Korir, JJ January 30, 2020.
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RECOMMENDATIONS: DESIGNING DEMOCRACTIC DIGITAL ID

It is inevitable that the increase in technological advancements will necessitate the adoption
of Digital Identity Systems. However, the desire to adopt such systems should not cloud the

need to safeguard citizenship rights and human rights in general.

The legal framework in Kenya has conclusively laid out parameters to safeguarding these
rights. It is imperative to have the following key considerations in designing and implementing

digital identity systems to ensure that citizenship remains a democratic and inclusive construct:

e Public Participation: Engagement of the public in the design and implementation
processes of digital identity systems. This involves soliciting and considering public views,
conducting consultations, and fostering transparency. Comprehensive public

participation helps to clarify technical aspects, address concerns, and build trust.

e Inclusion and affirmative action: This will require introspection and the assessment of
pre-existing challenges in access to legal identity. It will require the consideration in the
infrastructural and systemic shortfalls that allow for disenfranchisement of particular
citizens. It will also require clear procedures and affirmative action steps to address these
shortfalls as well as an adequate transition period. There is a dire need for
supplemental registration initiatives, backed by transparent and substantial
budgetary commitments, as indispensable measures, albeit not exhaustive, to tackle

these issues.

e Adherence to Constitutional Principles: Government needs to ensure that digital
identity systems adhere to constitutional principles. This includes safeguarding public
interest, security as well as protecting individual rights and privacy. The design and
implementation should be accompanied by a robust legal framework and align with

constitutional provisions.

e Data Protection and Cybersecurity: Addressing of concerns related to data protection,

cyber security and third party/ private sector access to citizen’s data . The rapid expansion
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of digital identity systems introduces risks of hacking, data tampering, and third-party
access - commercialization of citizen’s data, therefore, a comprehensive legal framework
is necessary to govern the collection, storage and collection of data. This will involve the
conducting of data and human rights impact assessments for the analysis and mitigation

strategies of any impending threats.

e The principle of purpose limitation should also be front and center in the adoption of
digital identity, to avoid the conflation of access to legal identity , travel and immigration
documentation and ease of access to public services. It should be clear from the get go the

intended use and limitations of digital identity.

¢ Quality of Government Services: The implementation of digital identity systems does not
compromise the quality of government services. It is essential to address any existing
issues in service delivery and strengthen government institutions' capacity to successfully

implement and manage digital identity systems.

e (Continuous project Monitoring, Evaluation, Accountability and Learning (MEAL):
Models and structures that allow for MEAL. This ensures that the implementation isn’t
dependent on a fixed strategy, but learns from the needs of citizenry. This also ties in

closely with the need for a transition period that allows for adoption of learnings.

e Transparency and citizenry trust: Ambiguous implementation of any Digital Public
Infrastructure results in public distrust, necessitating clarity in legal structures, system

explain ability and transparency in procurement processes.

e Local contextualization of Global Best Practices: Government should learn from global
best practices and experiences in governance, design and implementation of digital
identity systems. This includes studying successful models from other countries and
considering international standards and guidelines to ensure the effectiveness, efficiency,
and inclusivity of the system. At the same time, it is important to acknowledge local
context and ensure that the adoption of best practices does not result in copy and paste of

models that do not fit the local infrastructural or financial capacity.
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Automated decision making for governance and government services: It is imperative
that any assessments and resultant laws and regulations are alive to the capabilities of
digital identity systems from service automation to the biases that may result from this If

systems meant for registration of persons and ease of service delivery are based on

flawed /incorrect data sets.




